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https://www.gov.il/he/departments/general/systemhardening
https://www.gov.il/he/departments/general/systemhardening
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https://cheatsheetseries.owasp.org/cheatsheets/File_Upload_Cheat_Sheet.html
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https://www.gov.il/BlobFolder/generalpage/securedevelopment/he/CISO-booklet-final_220420_SAGGI_DT_WEB.pdf
https://owasp.org/www-project-web-security-testing-guide

-
g% M= 7NIW* 320

B ;%70 13700 1vn

TLP: | o"Mm71 CERT AN

NIP'TA? NIDN''MN 2712 10N DINM 12 XTH? W DIN NPT VIN NV :NUN

27 nntwnn Noanon

[IAIND [N2 NN T NINAQ0 7Y NN NINATY NNY 20 Mimw? niawn v .1.7.5
N70N NNYANNN NIY2INN [0 [ N2 P70 1D 1N IR W'Y DYIY 11)90l
D710 AT P92 [IDTUN NN IUX'A N7 DDA IN,N2'Npn "y 1I27U7 12T Web Shell
.(01o1an o772 0Nt

19v7 IMLNY N2V X772 01Ip 1N019 LM P qIN'wa ,miIN?n 1aton un 1.7.6

.2011P7 11w 12 TU? yonmi , WEB Niamn DY NNANN NN NIK

Web Shell 1017 niziva .2

Zero-) NIN2IM X2INIYTN NIY7IN 7¥17 D1ApIN DMYY,1IDPIY NUINN NIZIVA N 20 ,0My?7
NIZ1V9 [11an7 nx7nn (7207 .Web Shell 'n'm2 N171v9 uxa? v qoI1a N2aN 2aund 27 ,(Day
N2 WEB-n 'mawa Web Shell in'th
DWWN'R LY .2.1
Command 2w n%2uan a2 ,Mwa 0N DNk vy w211
wIN'y? NN |3'8Y NNNN NITIHa I (BASH//POWERSHELL CMD)Line
Jva
NI NI NN NMIAUNN IWNRD CPU-2 NI win'w TINK 2w v .2.1.2
N7¥) D' DNAPA 'Y IN D'YTN D'Y¥A) 7¥ NA0IN ,Nwa 0'Napa 'y g .2.1.3
JINN 2w oI |70 Ty
File Integrity Monitoring — 2101 NI2WN2 DA TUMY [N1770 DM2'YWN INTY
NN AWINND Baseline-7 DN U191 axnn 7w My AxRiwn M NNTE FIM
[2INN 21N N2VUAINTNA .NYUY TN NMY NPT 21 NNAN [ATAUX7 Y apTan
N2 TVUINZ N1 LI98 DAY INTA NANIM INND 7Y
YN 7Y [NNRD [12TYUN TUINNA N NINIRAD [ATNAMN 201 0Nap it .2.1.4

.D1IDINT DWIIN N7 YA NI MK .2.1.5

D''N'19 0'XINY NIATY,01YNIN NXIAp 23 o "[a%" aonn uTn qnw? N

© in El-a'nix7nnamon wn - cyber.govil € team@cybergovil & 119 & mamo ik it 13107

14


https://campus.gov.il/course/gov-cs-websec-1-2020/
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https://attack.mitre.org/
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https://media.defense.gov/2020/Jun/09/2002313081/-1/-1/0/CSI-DETECT-AND-PREVENT-WEB-SHELL-MALWARE-20200422.PDF
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https://www.gov.il/he/departments/general/backup_restore
https://www.gov.il/he/departments/general/backup_restore
https://www.gov.il/he/departments/general/backup_restore
https://www.gov.il/he/departments/general/backup_restore

