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Preface  

Welcome to LLIMAGER 4.0, the cutting-edge solution for mac forensic imaging. As a complete rewrite, 

LLIMAGER 4.0 has been meticulously crafted to meet the demanding needs of digital investigators, e-

discovery services providers, law enforcement professionals, and cybersecurity experts. Powered by 

Apple’s Swift language, this new version combines robust functionality with an intuitive user interface, 

making it the go-to tool for acquiring and preserving digital evidence. Whether you’re conducting criminal 

investigations, e-discovery, or incident response, LLIMAGER 4.0 empowers you to extract critical data 

from Mac systems with precision and efficiency.  

LLIMAGER was created in response to emerging trends in macOS forensic imaging such as limited "dead 

box" options, and Apple's macOS security enhancements that tend to restrict access.   

It was designed to meet the need for robust and comprehensive forensic imaging of Mac computers, 

capable of capturing targeted folders (logical images) and active space from all APFS synthesized volumes 

and HFS+ volumes. 

LLIMAGER is user-friendly and easy enough for entry level digital forensics examiners. The application 

leverages built-in Mac utilities, providing a versatile solution compatible with a wide range of macOS 

versions, both past and present. This ensures the tool remains functional across diverse system 

configurations. 

Terminology 

Sparse image file: a native macOS image format that is dynamic and used within the Mac environment. 

The file grows as data is added to the image, taking up only as much disk space as stored in it. 

DMG file: a native macOS disk image format like the sparse image but less versatile. It is used primarily to 

distribute software to Mac users. It is more compatible with other commercial software and can be 

imported into any modern forensic applications. 

Device Identifier (ID): the term used herein refers to the unique identifier used by the operating system 

to identify a mounted storage device with a disk number (disk1, disk1s1, etc.).  This can be located using 

the Disk Utility as seen highlighted in the following picture. 
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USB Label / Name: This is the name of a mounted partition, physical or virtual. It can be found using 

Finder, on the left side of the window. Note that a disk can have more than one partition, hence, each 

partition will be mounted with its own name. 

LLIMAGER USB Drive: This is a USB drive with the two DMG files containing the executable file of the same 

name, and the license key file. The executable is “llimager.app”. 

 

Supported Mac Hardware 

Live Image (booted from internal disk) 

LLIMAGER works with Intel-based Macs and new Silicon processors including M3s. 

Before You Start 
The Mac native Apple Software Restore (ASR) utility is used for the imaging process, thus basically any 

Mac can be imaged from an admin authenticated session on the Mac computer, and there should be no 

issues with Apple data encryption, be it FileVault of T2 chipset, or Apple new hardware M1/M2/M3. 

The imaging process will first create a sparse image container and use it as the destination of the disk’s 

image. Once the imaging of the disk has completed, the sparse image will be used to create a compressed 
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read-only DMG file that can be processed with popular forensic and e-discovery pre-processing 

applications1.  

The application does not provide an option to encrypt the DMG, as encrypted DMGs are not currently 

supported by many forensics’ applications.  

In the event a DMG image must be securely encrypted, the following options are recommended: 

1. Usage of a hardware-encrypted external USB disk to save the unencrypted image. 

2. Encrypt the DMG and place it on a normal unencrypted disk. 

3. Copy the unencrypted image to a compatible encrypted container on a normal USB disk. 

The image format is limited to those used by Apple, in our case, DMG. Other applications can be used to 

convert the DMG to other formats (e01, …). 

Requirements 

• A local admin password for the Mac computer to be imaged. 

• LLIMAGER must have “Full Disk Access” permission (set this in: Settings > Privacy & Security > 

Full Disk Access) 

• LLIMAGER USB disk: Containing a copy of the imager executable “llimager.app” and the required 

license file (llimager.lic). 

• Temporary Image USB disk (if used): Since LLIMAGER creates a temporary sparse Image, the 

optimal method of acquisition is to have a holding disk for it. The disk can either be the LLIMAGER 

USB or another dedicated USB drive. In both cases, enough free space is required, which should 

be equivalent to the total used space plus 10% or larger.  

• Destination USB disk: external disks formatted with exFAT are recommended to be used as the 

destination of the disk image (for compatibility between Operating Systems). Of course, any Mac 

writeable partition format will work. 

o The USB disk should have free space equal to or greater than twice the size of the source 

device’s used space plus 10%. If a separate Temporary Image USB disk is used, each 

should have free space equal to at least the size of the used space plus 10% of the 

source device. Use these guides as a rule: 

 

Source Size Source Space Used Minimum Disk Size 
(when using One 
Destination Disk for 
Temp & DMG) 

Minimum Disk Size  
(when using two  
Destination Disks 
for Temp & DMG) 

500GB 50GB 110GB 55GB, 55GB 
500GB 400GB 880GB 440GB, 440GB 

2TB 120GB 264GB 132GB, 132GB 

 

 
1 Forensic applications change over time, and support for image types may vary. Test the image produced by  

LLIMAGER during the trial period to ensure compatibility with your application(s). 
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o The best practice with respect to optimal performance is to use two USB disks, one for 

the sparse image, and one for the final converted DMG. This will significantly reduce 

the time to convert the sparse image to the DMG file.  

o When using two USB disks, each must have a unique name. 

Live System Boot 

Boot the computer normally and login using an account with admin privileges. This is the most straight-

forward option. An admin password is needed however to run the application. 

Getting Started with LLIMAGER 

Refer to the pertinent scenario below. 

USB SSD/HDD Version 

• Login as an admin into the target Mac computer and connect the LLIMAGER USB SSD drive that 

contains the copy of the imager (llimager.app, manual and license key file). 

 

• Connect the destination disk(s) – refer to Requirements section for details on options and best 

practices. 

 

• Open Finder to identify the destination USB volume names for the sparse image, and for the DMG 

by opening  Finder. 

 

• On the LLIMAGER USB SSD, navigate to /llimager and double click on “llimager.app” . 

 

• Proceed to image. 

 

User-Supplied USB SSD/HDD Version 

• Login to any Windows computer. 

 

• Prepare the USB SSD/HDD by: 

o Insert an SSD into a Windows computer and create an exFAT partition named “llimager” 

(case sensitive). This can be a relatively small partition, e.g., 30GB. 

o Create a folder named “llimager”, which when mounted on a mac, should result in 

/Volumes/llimager/llimager 

o Download the most current version of LLIMAGER from “llimager.com/download” and 

unzip into “/Volumes/llimager/llimager” 

o Copy the purchased license file (llimager.lic ) into “/Volumes/llimager/llimager”.  

o Your disk is now properly loaded, and you can open the manual or download it from 

“llimager.com/resources/llimager-manual” 
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• Login as an admin into the target Mac computer. 

 

• Connect the user-supplied USB SSD drive that contains the copy of the imager ( llimager.app, 

manual and license key file). 

 

• Connect the destination disk(s) – refer to Requirements section for details on options and best 

practices.  

 

• Open Finder to identify the destination USB volume names for the sparse image, and for the DMG 

by opening  Finder. 

 

• On your USB SSD, navigate to /llimager and double-click on “llimager.app”.  

 

WARNING: if you receive an error message, “llimager.app is damaged and can't be opened” or 

“The application “LLIMAGER” can’t be opened” you have run into a mac quarantine issue and you 

need to reload the software from a Windows computer; see FAQ #1 on our website. 

 

• Proceed to image. 

Trial Versions 

• Login to a Windows computer. 

 

• Download the trial from “llimager.com/trial-1” on to the internal disk and after receiving the 

license file (llimager.lic) from e-Forensics, you are ready to proceed. 

 

• Prepare your USB Flash or SSD by: 

o Insert Flash/SSD into a Windows and create a small exFAT partition named “llimager” 

(case sensitive) 

o Create a folder named “llimager”, which should result in /Volumes/llimager/llimager 

o While in Windows, download the most current version of LLIMAGER from 

“llimager.com/download” and unzip into “/Volumes/llimager/llimager” 

o Copy the trial license file (llimager.lic ) into “/Volumes/llimager/llimager”.  

o Your trial version disk is now properly loaded, and you can open the manual or 

download it from “llimager.com/resources/llimager-manual” 

 

• Login as an admin into the target Mac computer. 

 

• Connect your USB Flash/SSD drive that contains the trial copy of the imager (llimager.app, manual 

and license key file). 
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• Connect the destination disk(s) – refer to Requirements section for details on options and best 

practices. 

 

• Open Finder to identify the destination USB volume names for the sparse image, and for the DMG 

by opening  Finder. 

 

• On your USB Flash/SSD, navigate to /llimager and double-click on “llimager.app”.  

 

• WARNING: if you receive an error message, “llimager.app is damaged and can't be opened” or 

“The application “LLIMAGER” can’t be opened” you have run into a mac quarantine issue and you 

need to reload the software from a Windows computer; see FAQ #1 on our website. 

 

 

• Proceed to image. 

 

NOTE: What to do if a window pops up with the message “llimager cannot be opened because it is from 

an unidentified developer” or any other message related to security restrictions.  

Temporarily disable Gatekeeper and try running the app again. Once the imaging is completed, exit the 

application, and re-enable Gatekeeper. To disable, or re-enable Gatekeeper, open a Terminal window, 

and use one of the following commands accordingly to disable/enable, an admin password is required:  

sudo spctl --master-disable 

sudo spctl --master-enable 

 

LLIMAGER Menu 

The application starts by requesting a password from a user with admin rights, followed by a best practices 

checklist. The password will be used throughout the usage of the app in any of the task’s selection where 

it is required.  
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The Main Menu:  

 

 

Full Disk - This option allows the entire process of imaging the computer’s hard disk  volumes’ active space, 

saving the image to a Mac sparse image container and then conversion of the image to a compressed 

DMG file, and calculating the hash value of the DMG file. During the process, there will be an option to 

fully automate the process by creating the final DMG or to just generate the sparse file. 

Targeted - This option allows the imaging of targeted files/folders on the computer’s hard disk, saving the 

image to a compressed read-only DMG file, and calculating the hash value of the DMG file.  

Convert - This option allows the process of converting a sparse image file to a compressed DMG file, and 

to calculate the hash value of the DMG file.  

Hash - This option allows you to calculate the hash value of the sparse image, DMG or any file type.  

Exit - This option will exit the application.  
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Menu Option (Full Disk) 

Identify and input information about the device to be imaged, and the destination USBs where the image 

will be saved (see figure below).  Additionally,  provide information related to the case, name of the image 

and folders to use to save the file, select to convert or not to DMG, and choose to hash, and type of hash. 

The following picture shows the requested information. 

 

 

 

  

See the below description of each section. 

A – Related to the  image. Name assigned to the image files (sparse and DMG) 

B-  Related to the case. Case name, evidence number, agent, case ID and notes. 

C – Related to the device to be imaged. Requires the selection of the device ID to be imaged. The app will 

verify the device and display the volume name, and the GB size of the device. 
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D – Related to the destination of the sparse image and DMG file. Requires the selection of the USB label 

(partition) to be used to save the files. The app will verify the device and display the device ID. 

E – Select to convert or not to DMG, and to save to the same disk as the sparse or to a different disk.  

F – Related to hashing of the DMG file. Specify if hashing should be done and type. 

 

Note, there are power saving settings on the computer that may interfere and break the imaging process, 

these settings are temporarily disabled during the image. 

After completing the selections, click on Review and a summary of the information provided will be 

displayed. See the following picture: 
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After validating and accepting the information, click on “Create Image” and the following will appear: 

 

 

Click on “Click to start process” and as the process commences, a progress screen indicating that the 

sparse image is being generated will appear -- see below: 
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Once the sparse image is completed, if “Convert to DMG” was selected, LLIMAGER will proceed to create 

the DMG. 

After the DMG conversion is completed, LLIMAGER will proceed to hash the DMG if “Hash file” was 

selected -- see below: 
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Menu Option (Targeted) 

Input the image destination name and location of the destination logical DMG file.  Additionally, choose 

to hash and type of hash. The following picture shows the requested information.  

 

 

  

See below for a description of each section. 

A – Specify the name of the image. 

B – Related to the source files/folders. Requires selection of the source files/folders to acquire.  

C – Related to the destination of the DMG file. Requires selection of path where the DMG will be saved.  

D – Related to hashing of the DMG file. Specify if the DMG will be hashed then specify the type of hash. 
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After completing the selections, a summary of the information provided; see below.  

 

  

After validating and accepting the information, click on “Create Image” and the following will appear:  
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Click on “Click to start process” and as the process commences, a progress screen indicating that the DMG 

logical image is being generated will appear -- see below: 
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Menu Option (Convert) 

This feature is available to convert the temp files, (spare image) to a DMG.  

Input the DMG file name and location of the destination logical DMG file.  The following picture shows 

the requested information.  

 

 

 

See below for a description of each section. 

A – Specify case related information 

B – Related to the name to give the DMG file.  

C – Related to the source sparse image to be converted.  

D –  The path where the destination DMG will be stored. 

After completing the selections, clock on Review for summary of the information provided; see below.  
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Upon completing the review, click “Create DMG” and the following screen will appear, and click on “Click 

to start process”): 
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Upon completion, the following will appear: 
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Menu Option (Hash) 

The hash option is used to calculate the hash of a file, be it sparse image, DMG or any other type, and  the 

following picture shows the fields and selection options: 

 

 

See below for a description of each section. 

A – Specify the name of the hash report file. 

B – Related to the source files/folders. Requires selection of the source files to hash.  

C – Related to the destination of the hash report file. Requires selection of path hash report destination 

folder.  

D – Related to hashing type. Specify the type of hash. 

After completing the selections, a summary of the information is provided; see below. 
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Proceed to click on “Process Hash” and the following will appear: 
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Disk Acquisition Log Sample 
 

The following is a sample of the disk acquisition log. 
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======================================================================================== 

 

Targeted Acquisition Log Sample 
 

The following is a sample of the targeted folders acquisition log. 
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Changelog 
 

July 20, 2023: Commercial Version 3.5 (beta core) 
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September 8, 2023: Commercial Version 3.7: Major cosmetic  

September 15, 2023: Commercial Version 3.7.1: Minor updates to license key processing, and packaging 

executables into DMGs 

October 2, 2023: Commercial Version 3.7.2: Added new feature to create logical image of targeted folders. 

November 14, 2023: Manual documentation update regarding resolution of LLimager being damaged and 

can’t open. 

November 17, 2023: Update to EULA 

December 8, 2023: Commercial Version 3.8: Major update  

• Transparent management of System sleeping time.  

• Removed the required input requesting confirmation to erase the sparse after selecting to run in 

Unattended mode. 

• Updated messages during the process to make warning messages more notable. 

• Updated the imaging of targeted folders. 

• Changed the process to save all targeted folders into one DMG.  

• Enhanced error trapping. 

• Updates to the acquisition log file. 

• Other minor changes to enhance performance. 

• Manual documentation update regarding resolution of LLimager_M1 being damaged and can’t 

open.   

April 8, 2024: Complete rewrite to GUI using in Swift. 
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End User License Agreement 

LLIMAGER 

2023-2024, e-Forensics Inc. 

This End User License Agreement (EULA) is a legal agreement between you (either an individual or an 

entity) and e-Forensics for the software product named LLIMAGER (the "Software"). By installing, 
copying, or using the Software, you agree to be bound by the terms of this EULA.  

1. Grant of License 

e-Forensics grants you a non-exclusive, non-transferable, limited license to use the Software for your 
own internal business purposes. You may not modify, adapt, or translate the Software. You may not 
reverse engineer, decompile, or disassemble the Software. 

2. Subscription 

The Software is licensed on an annual subscription basis. Your subscription will automatically expire at 
the end of the term, and it must be renewed for continued use. 

3. Fees 

Contact e-Forensics for the annual subscription fee. 

4. Term and Termination 

This EULA will remain in effect until terminated by either party. You may terminate this EULA at any time 
by uninstalling the Software and destroying all copies of the Software. e -Forensics may terminate this 
EULA if you fail to comply with any of the terms of this EULA. 

5. Ownership 

The Software is owned by e-Forensics and is protected by copyright law. You do not acquire any 
ownership rights to the Software under this EULA. 

6. Restrictions 

You may not: 

• Rent, lease, or sub-license the Software; 
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• Sell, distribute, or transfer the Software to any third party; 

• Use the Software for commercial purposes other than digital forensics; 

• Use the Software in a way that violates any applicable law or regulation. 

7. Disclaimer of Warranties 

The Software is provided "as is" and e-Forensics makes no warranties, express or implied, about the 
Software. e-Forensics does not guarantee that the Software will be error-free or that it will meet your 
requirements. 

We are committed to providing high-quality hardware products to our customers. However, we do not 
offer refunds or returns on hardware/software purchases. All hardware products are covered by a 1-
year warranty. This warranty covers replacement and ground shipping. If you experience any problems 
with your hardware, please contact us for a warranty service. 

8. Limitation of Liability 

In no event will e-Forensics be liable to you for any damages, including direct, indirect, incidental, 
consequential, or special damages, arising out of or in connection with this EULA or the use of the 
Software, even if e-Forensics has been advised of the possibility of such damages. 

9. Governing Law 

This EULA will be governed by and construed in accordance with the laws of the State of Florida, without 
regard to its conflict of laws provisions. 

10. Entire Agreement 

This EULA constitutes the entire agreement between you and e-Forensics regarding the Software and 
supersedes all prior or contemporaneous communications, representations, or agreements, whether 
oral or written. 

11. Severability 

If any provision of this EULA is held to be invalid or unenforceable, such provision will be struck from this 
EULA and the remaining provisions will remain in full force and effect.  

12. Waiver 

No waiver of any provision of this EULA will be effective unless in writing and signed by both parties.  
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13. Headings 

The headings in this EULA are for convenience only and will not affect its interpretation.  

14. Counterparts 

This EULA may be executed in one or more counterparts, each of which will be deemed an original, but 
all of which together will constitute one and the same instrument. 

15. Language 

This EULA is in the English language and will not be translated into any other language.  

 

Contact Information 

For questions or further information about LLIMAGER or this License, please contact e-Forensics Inc. at: 

e-Forensics Inc. 

support@e-forensicsinc.com 

sales@e-forensicsinc.com 
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Support & Feedback 
 

For commercial licensed users, please send all support inquiries and feedback to support@e-

forensicsinc.com, and include registration e-mail address and product serial number.  
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