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1. https://us-cert.cisa.gov/ncas/analysis-reports/ar20-216a
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rule CISA_10292089_01 : rat loader TAIDOOR
{

meta:
Author = "CISA Code & Media Analysis"
Incident = "10292089"
Date = "2020-06-18"
Last_Modified = "20200616_1530"
Actor = "n/a"
Category = "Trojan Loader Rat"
Family = "TAIDOOR"
Description = "Detects Taidoor Rat Loader samples”
MD5_1 = "8¢cf683b7d181591b91e145985f32664c"
SHA256_1 = "363ea096a3f6d06d56dc97f1618607d462f366139df70c88310bbf77b9f9f90"
MD5_2 = "6627918d989bd7d15ef0724362b67edd"
SHA256_2 ="0dOccfe7cd476e2e2498b854cef2e6f959df817e52924h3a8bcdae7a8faaa686"

strings:
$s0 ={ 8A 46 01 88 86 00 01 00 00 8A 46 03 88 86 01 01 00 00 8A 46 05 88 86 02 01 00 00 8A 46 07 88 86 03 01 00 00 }
$s1={880430403D000100007CF5}
$s2 ={0OFBE 0431 0FBE4C31012BC32BCBC1E0040BC1}
$s3={8A 430148 8B 6C 24 60 88 83 00 01 00 00 8A 43 03 }
$s4 ={8883 01 01 00 00 8A 43 05 88 83 02 01 00 00 8A 43 07 88 83 03 01 00 00 }
$s5 ={41 OF BE 14 7C 83 C2 80 41 OF BE 44 7C 01 83 C0 80 C1 E2 04 0B DO }
$s6 ={5A 05B2 CB E7 459D C2 1D 60 FO 4C 04 01 43 85 3B F9 8B 7E }

condition:
($s0 and $s1 and $s2) or ($s3 and $s4 and $s5) or ($s6)
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