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Hello! This is an overview of the puzzles contained for the Lonely Hard Drive contest for
DEF CON 31. This is a complete guide to all puzzle solutions and flags that can be
captured. Flags can be submitted via Google Form to be entered onto the Leaderboard
and be eligible for prizes: bit.ly/LHD31



Congratulations! By plugging in this random device you found at DEF CON, you have

chosen a mysterious (and hopefully intriguing) journey. If you're not much of a gambler,
you can help protect your devices by checking the checksum provided and confirming
that the wrap hasn't been tampered with before connecting The Lonely Hard Drive.

Each encrypted partition on the LHD.vhd represents a puzzle level. The flag you find by

solving each level will unlock the next partition. Here's an overview of the puzzle
answers:
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## Getting Started
MWelcome to the Lonely Hard Drive at Def Con 31!

What you have in your possession

a collection of puzzles to enjoy and levels to clear.
Please visit us in the Defco

area if you would like more information.

SHA256 Hash of LHD.vhd | dc27.org/the-lonely-hard-drive | twitter.com/lonelyHardDrive |

If you would like to check-in to start your leaderboard ranking and claim flags, go to the following link: https://bit.ly/LHD31 (https://form
LEVEL @ FLAG: Eleanor

e /rVagipV8EAKMLhga7)
Good luck and have fun!
<3 LHD Team

## Usage

WARNING. TF TT DOES NOT MATCH INITIALL' MEONE ELSE HAS TOUCHED IT. PROCEED AT YOUR OWN RTSK OF BETNG PHND. WARNING.
Hash check commands (duration 16-15min:

Powershell: Get-FileHash path-to-LHD.vhd | Format-List
C certUti shfile pat LHD.vhd SHA256
$ sha256sum path-to-LHD.vhd

shasum -a 256 path-to-LHD.vhd

_VHD
Managenent | Action | Attach VHD | e to LH

the LHD.vhd extension from .vhd to .img (LHD.vhd LHD.img), double-click to open.

Burninator
FragileDuck
Low on Ammo

## History

## License




The Level 0 welcome message contains a hint for puzzle 4:

## Credits

Burninator
FragileDuck

Low on Ammo
Marba

PUZZLE 1 - Rick Roll

Hidden files: Bonus Flag inside .DS_STORE and "fun_for_later" which is for puzzle 5:
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The partition is completely full of directories of directories of Rick Roll mp3. On closer
inspection, there is more to the file than meets the eye:



® RicRollmp3 Prope:

General Detais  Previous Versions

Property valve
Conments Lonely Hord Drive -DEF CON
Media
Contrbuting ariss
Album artst
Album
vear
Geme Troling
Length 00:03:35
Audio
Bitrate 150kps
Origin
Publsher ohhey custom metadata
Encodedby You can put anyihing you ...
Author URL
Copyricht Twonder what dlseis i here.
Content

rmation

ok Cancel Appl

lag
B RickRollmp3 DALHD Drive FoldersiL... 1323 (1D3v1 ID3:2.

onely Hard Drive - DEF
| wonder what else s in he

u can put anything you want here

LONELY.HARD.DRIVE. —_— DEF.CON3

lling
he best media play
m metadata

The flag in the ASCII art in the metadata:



File Edit View
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PUZZLE 2 - Prime

Puzzle 2 has a directory with a .7z, a fun_for_later directory (for puzzle 5), and an image:

MName

E Prime.pne
png




The .7z file is password protected:

level 2 flag.7z 6/25/2023 1:33 PM

B rrim e.png 6/25/2023 1:41 PM PNG File

Elapsed time: 00:00:07 Total size: 4561

Remaining time: Speed:

Files: o Processed: ]
Enter password:

B Show password

QK Cancel

Background Pause Cancel

The .png contains a prime number:

B primepng & 3 1 PNG File

=) Prime.png @ 45%

Inspecting the .png, we find something that appears to be encoded:



141 PM PING File

] Prime.png

File

Prime.png

Edit View
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00: eeETY¢ tEXtsoftuare https:
EtEXtThumb mage: :Height 1836 BtEXtThumb
image/png?2VN BtEXtThumb: :MTime 1687187160%.74
file:///tmp/thumblr/img3693867908461454576
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Image::
IEND!

Ybaryl Uneq Qevir
Qrs Pba 31

M frevny ahzore, n zlfgrel cebsbhaq,

vgf qutvgf, n frperg vf sbhag.
Gjragl-sbhe va yratgu, n pbgr gb rkcyber,
Gb haybpx gur cnffjbeq, xabjyrqtr 1bh'yy vzcyber.

Gnxr ahzoref jvguva, beqre gurz narj,
Sebz mreb gb avar, yrg gurz rathr.

Meenatr gurz jvgu cerpvfvba, betnavmr
N frdhrapr perngrq, n cnggrea gb orne.

gur

jvgu pner,

Abj pbhag rnpu gvtvg, gurve bppheeraprf gehr,
Erpbeq gurz gbtrgure, n gnfx sbe 1lbh.

Sbez n arj ahzore, gur erfhyg bs lbhe pbhag,

Jvgu guvf genafsbezngvba, gur zlfgrel jvyy zbhag.

Ohg gung'f abg pur raqg,
N guerr-gvtvg cel re, xabja ol 1lbh.

Zhygvcyl gur arj ahzore, yrg gur ygvcyvpngvba cebprrg,
Gur svany erfhyg jvyy erirny gur cnffjbeg va arrg.

sbe gurer’f bar zber gb qgb,

Haybpx gur frperg, fbyir gur evqqyr'f pber,
Jvgu betnavmrq ahzoref naq cevzrf gb rkcyber.

Fhuavcwl arahnre nan hairew 3 1 cevar

EtEXtThumb: :

€esyEt
itEXtdate:modify 2823-86-19T1
ages 18
BtEXtThumb: :Mimetype
EE S5tEXtThumb: :URT
" ,Guvf unf orra vagragvbanyyl yrsg oynax

Run the hint through a ROT13 decoder, like the one in CyberChef:

Recipe

ROT13

Rotate lower case Rotate upper case
chars chars

Amount

13

I:l Rotate numbers

A m N Input

Guvf unf orra vagragvbanyyl yrsg oynax

Ybaryl Uneqg Qevir
Qrs Pba 321

N frevny ahzore, n zlfgrel cebsbhaq,

Jwguva vef gvitvgf, n frperg vf sbhag.

Gjragl-sbhe wva yratgu, n pbgr gb rkcyber,

Gb haybpx gur cnffjbeq, xabjyrqtr 1lbh'yy vzcyber.

Gnxr gur ahzoref jvguva, begre gurz narj,

Sebz mreb gb avar, yrg gurz rathr.

Neenatr gurz jvgu cerpvfvba, betnavmr jvgu pner,
N frdhrapr perngrg, n cnggrea gb orne.

Abj pbhag rnpu qvtvg,
Erpbeq gurz gbtrgure, n gnfx sbe lbh.

Sbez n arj ahzore, gur erfhyg bs lbhe pbhag,

Jwgu guvf genafsbezngvba, gur zlfgrel jwvyy zbhag.

gurve bppheeraprf gehr,

Output

This has been intentionally left blank

Lonely Hard Drive
Def Con 31

A serial number, a mystery profound,

Within its digits, a secret is found.

Twenty-four in length, a code to explore,

To unlock the password, knowledge you'll implore.

Take the numbers within,
From 7ero o nine.

order them anew,
Taet them encue.



The riddle explains the next step. Find a serial number somewhere, reorder it from 0
through 9, then count the number of occurrences of each digit. Then take that resulting
number and multiply it by the prime number that was provided in the .PNG originally.
That final number is the password of the .7z:

A serial number, a mystery profound,

Within its digits, a secret is found.

Twenty-four in length, a code to explore,

To unlock the password, knowledge you'll implore.

Take the numbers within, order them anew,

From zero to nine, let them ensue.

Arrange them with precision, organize with care,
A sequence created, a pattern to bear.

Now count each digit, their occurrences true,
Record them together, a task for wyou.

Form a new number, the result of your count,
With this transformation, the mystery will mount.

But that's not the end, for there's one more to do,

A three-digit prime number, known by you.

Multiply the new number, let the multiplication proceed,
The final result will reveal the password in need.

Unlock the secret, solwve the riddle's core,
With organized numbers and primes to explore.
Multiply, deduce, and unveil with pride,

The flag awaits, on the other side.

The hard drive has a custom label with a lot of fun easter eggs, but one that stands out
isaS/N: 02661199 760 1977 58 777 9324:

LHD-128GB

.I' 1, dc207.org/the-lonely-hard-drive

7 5 /L FOUND ME? FIND US.

i J— e

e k\, \ @lonelyHardDrive

i e

ey @dcg207
SATA Il 2.5 - SOLID LONELY DRIVE

11 AR

WILL WOID NOM-EXISTENT WARRANTY IF LABEL/SCREWSWILL IS BROKEN

FECE Moo T DM
PUZZLE FANTASY
MADE IN MAINE

SKU ID: 420-80085-6969-31337




This number re-ordered is: 00 111 22 34 5 666 777777 8 9999, and if each digit
occurrenceiscounted:2321113614.

Finally, the number 2,321,113,614 is multiplied by the Prime (127 in this case) resulting
in the final password of the .7z: 294781428978

Joenmnng..

Blapsed time: 00:00:07 Total size: 4961
Remaining time: Speed:
Files: L] Processed: 1]
ord
Enter pazsword:
294781428578
B Show password
oK Cancel
Background Pauze Cancel

Unzipping the .7z reveals the flag:

bz

Ed MO WEWE]

File Edit Wiew Favorites Tools Help

dh om v wp w ¥ 4

Add  Extract Test Copy Move Delete Info

? | D LHD_Drive_Felders\Level_23W1 .Eleanorlevel_2_flag. 72\

Mame Size Packed Sze Modified

=] level 2 flag.xt 18 394 4736 2023-06-25313:20

The ASCII art of the flag has several hints for upcoming levels as well as the flag which
will be the password to the next partition:



B level 2 flag.txt

File Edit View

THE TMMER

The first hint is "LINE 964" and the other being the URL to CyberChef as that can help
and is a good tool to use:

LONELY HARD DRIVE

DEF CON/ 31555 tass: [ JuYQObgYXzznjICt]+
Level 2 flag: NPT P

347a274f -e3e@-4504-bc

T LINE 964 x z

e XU~/ TR
cXYzx/ | rULQtjX0ZaabkoM|(ut|
https://cyberchef.io

fTALYS
i s L




PUZZLE 3 - Enigma

This starts off with five files, two hidden which are another Bonus Flag hidden as a
system file "desktop.INI" and another "fun_for_later" intended for puzzle 5:

kMlame b Date modified

fun_for_later
desktop.ini
. enigrna.bct
FH level 3 flag.7z

B LoTPZFH.at

Again the .7z is password protected and the players need to find a way in. The other file
is "LOTPZFH.txt" and the contents again appear encoded.

=] LOTPZFH.txt

File Edit View

IZSNVOW 1988

JFS. BULMI Z75B. KNL.
LJJL EQMPLR. OKLKE XVGCHL JF SSCXL QFXYKSIL EPEX VDY DI
VXCHQXQI WTFO IUG CFSYT QNNUPI N EPOK BK C UOGNFG IQYWJ
LCVRGGCGOMC SKXYUVCFRHYJ. UEVUBA WWRAOXMRBU JEVM ZA GF
JUDX1, JIVNPOTO. ABK LJ VID JIBQFO DOGFE Z XNNWAYNIA ZRH
NY FKC JKHIY BXWB RR P CYMFS QVH-MLG BGLXE. Y CIMXACN
PUAAZRONFP KSPNUF BUM UBDUG. RU RVNBGGQJ1, OSNYC NAEXLPPH
FUJTA W-16Q VPUG MIDLU-SQEIY DHUYCCH, TTHWM PR NR
TYHOEWRG. IKW VTXY V UEIHMF MS RUT IPAIIUC. SU
PHYEVTDYP] PCYTW 5X CMG FFOBKOQF RU SFDQZA CPICCKKRM.

FCQ, WX WFHCEXI EBZWXL, QJK LVMONPQDF ZLF DIYJIX0 DOKO VKQ
VMLCL QCYT. BUH MRTGF, EPQVQIZP, HNWED WXV XSROIOJ.
SXI. YWVAOS FGTFXCLIC. JYO.

LASRE
(YOKFSDE)
BXMRI! CLXI!
QPEUBX YLLITZL UHIYA
(MX WAVBHK)
YYIZVHSL .
PAQPVR JYIF DXRW PKD WRCGB.
TIWYM
ASYU'Z TJQJIP CH? NKSO'P KDH EUJWSY?
LBQ EEB KDD?
SII UATUSD, MDF TOY LG FER OFPEYYHFRPOK OBXBHD, YFKOJKKI
DSEJILIF VDF BGOGQ WCZ NHENTFX NHUXNCBM, MLRTJ] OLKL VZHHPX
VRFQT.

Puzzle 3 requires the players to learn how to use the WW2 cypher from Enigma,
opening the enigma.txt gives several hints:



enigma.txt
Edit View
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The first hints are the Enigma's Rotors, the next being Left, Middle, and Right " Rotor
Rings" setting, which in this case is DE, FC, ON:
w#w#m&mum#m#mwm#w#m&mumw****mm***#nm:tmmwww#m:tm#mmwwwmw

SHEEKME LGDQVZNTOWYHXUSPATBRCISR (I ) 4 Hb S ok o K R S MMVMMMMM
Y e 0 MM S R Rk X R MMM
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M HEHHHHHHHEHEHHEHHHAP ek oo jpp ook ohdon ] 1.
i #mam#* *##m#mum#m**m#* * iR ohmf | A < (x\uaww#* x **m#*:mw Mitaw z ) S | fma: *m*mu#*a#m#mww\w*#mamumn i

The final parts are the Reflector and Plugboard, one all the information is gathered, they
can use tools to decode the text (CyberChef was used for this part):
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The decoded file (which LOTPZFH decodes to HACKERS) is now readable, and it is the
movie script to the iconic Hackers:

o start: 138773
Recipe Al g Input Lo 155778

o rCe ST
AWKI ZEPD QQO CX VMD PQMMPYH. CAPMBBRH, HTY KUZTRY LI

Enigma
IYNVI KMQRTRESC NBQPUF. HAJH YHHQP NKB:
Model F L
3-rotor K Q L
K 0 F
Left-hand rotor . L, M C
EKMFLGDQVZNTOWYHXUSPATBRCI<R u
EXGH RIWUPA, VMEJAGUO SYFPYALWT.
Left-hand rotor ring setting Left-hand rotor initial value EMNB
D E IDPY PZDB!
YGGR OKULLRVVD MGXIKCKZ.
Middle rotor o gy
AJDKSIRUXBLHWTMCQGZNPYFVOE<F NCW YRBN, A'IT GKDE ZUWDGV PUYVS KOYPCH
AOXIN. .
Middle rotor ring setting Middle rotor initial value ATDC
F C (COMUYPKIF YEU QWTQAUOA)
KBIPYJ?
Right-hand rotor RXGQ CONA HMAUOLGZANXR.
BDFHILCPRTXVZNYE IWGAKMUSQO<W IXY €I
Right-hand rotor ring setting Right-hand retor initial value
o N Output
Reflector 2 SEATTLE 1988‘ )
AY BR CU DH EQ FS GL IP JX KN MO TZ WW EXT. FRONT YARD. DAY.
SLOW MOTION. ARMED TROOPS IN BLACK UNIFORMS POUR OUT OF
ry— UNMARKED VANS AND SWARM ACROSS A LAUN IN A MIDDLE CLASS
QW ER TY UL OP AS DF GH JK LX RESIDENTIAL MEIGHBORHOOD. YUPPIE NEIGHBOURS LOOK OMN IN

SHOCK, CONFUSED. TWO OF THE TROOPS CARRY A BATTERING RAM
_ TO THE FRONT DOOR OF A WHITE TWO-STOREV HOUSE. A LEASHED
[ strict output ROTTWEILER SNARLS AND BARKS. IN POSITION, THEIR COMRADES
POINT M-165 INTG FIRST-FLOOR WINDOWS, READY TO BE
AMBUSHED. PAN INTO A WINDOW IN THE KITCHEN. AN
ATTRACTIVE WOMAN IN HER THIRTIES IS HAKING BREAKFAST.
NOM, IN REGULAR MOTION, THE BATTERING RAM BREAKS OPEN THE
FRONT DOOR. THE WOMAN, STARTLED, DROPS HER SPATULA.
INT. MURPHY RESIDENCE. DAY.
HOMAN
(SCREANS)

Using the hint "LINE 964" from the Puzzle 2 flag, we find a single line that’s been slightly
changed from its original form:



¥0, SHOWTIME, SHOWTIME!

4..‘

CHEESY MUSIC P

BROTHERS, HAVE A
IN EYE LINER.

DADE
GOING ON?
ALL BUT DADE
{IN UNISON)
3 B

WELCOME TO OUR

BLADE

HACKTHEPLANET !

ALL BUT DADE

HACK THE PLANET!

RAZOR

FOR THOSE LATE NIGHT HACKS...

BLADE

JOLT COLA! THE SOFT DRINK OF THE ELITE
HACKER.

Using the password HACKTHEPLANET!, you can open the password:

0% Opening..
Elapsed time: 00:00:05
Remaining time:
Files: 0
Enter password
Enter password:
HACKTHEPLAMET!
{ B Show password
0K
Background

Total size: 273k
Speed:
Processed: 0
Cancel
Pause Cancel

Bonus: the players might have already guessed this though if they had explored the
Desktop.INI file to show another bonus flag:
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File  Edit  View
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PUZZLE 4 - DOTTYDASHY

You start with a directory with the following three items:

B DOTTYDASHY PM File folder
fun_for_later PR File fo

' where_i

=] where_is_it.txt

File Edit View

$3333333333333333333333333333333333333333333333333333333 333333333333 3333333333333333333333333333333333333333333333333337
$555555559959555555555595555555555555555555555555555555555555555555555555555995555555555555555555555559559555555555555%
$559955555555595555555555559555555555555955555555555589xCh#Zo0 $x}99555555555999955555555599955555555559995555555555555%
$$93935539595595553555QpbCQ3$53559595593555559559%% baoMWM*hMMMMMMMhEQOh$$$5555555555555559555353553555959355355555585%%
$3$355555599995555555Swb#odao*dhoqahbMbaMk0$$$$$S *#W* hkmmwwmgk *Mu+{xnkM*ak*kZ$$$$$55555555559555555555555955355555555%5%
$53955353555555559395uXQdobOZZZwapZZpo*mZb#*0*0Z/ OpWWWWWWWWWMPHHEY> . . 1rZ]/##* | $955595559355955555555555595559535555555%
$$58555555595555555S0M#ow*#qIIICCITIIIIICCLL LM ‘.!.wmvN\ﬂ-nmmwmqo!’,h ROLl2333333333333333333333333333333333333339
$$3995959959595595SwMhLd#oR00* *###00# * *#*hQCI I CI CICCoMbwwwwwwwwwwmbMM[ , . <W*MqjUOb$$$3$53553535QkMkpS ZdwlYVY$$$555S
$$939599395995955dY$Sn*aQIlCICICCITIIIICIICIIp*0qZ I ICCOOMME kdwwwwwwwwmma o # M~ <YC@a#qow$$3$355355qk#MMmYpMmxQMpLES$$SS
$$9$9595$9595$95v*MhoM*MMMhohbpa*odo#*k*bpOCCLwpWoahp@J LmaMhwwwwwwwwwmwmd#hr~ Vit aaX$ *MQb*pmMitkkMo***h$$555%%
$$39539595$939$$$mhom@0ROQCIICOLICCIIICCQOZoH#WCCCICIICICIL*MowwwwwwwwwwiwwgpHot <aM*fM*Wapqwpawqaq**wbo$$$$%%
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The hints are the Morse Code that read "GO READ ME AGAIN”, referencing the earlier
hint. The other being “PW: piggy” as the password to be used in the next level.

DOTTYDASHY folder contains more folders "DOT" and "DASH" and a "flag.js" file. The
goal is to find the right "flag.js" hidden somewhere inside here:

Note that all directories are recursive and there are over 16,000 locations:

General Sharing Previous Versions Customize

DOTTYDASHY
Type: File folder
Location: D:\LHD _Drive_FoldersiLevel _4W1.Eleanor
Size: 575 KB (589,738 bytes)

Size ondisk:  1.99 GB (2,147,352,574 hytes)

Contains: 16,383 Files, 16,382 Folders

Going back to the original ReadME there was Morse Code in the Credits and the last
flag's hint should lead players to the word "BOISE", which in Morse Code is: -... - .. ...
or "DASH\DOT\DOT\DOT\DASH\DASH\DASH\DOT\DOT\DOT\DOT\DOT\DOT"

Following the path will lead players to a flag.JS that does contain the puzzle flag. This
unlocks the next partition:



DASH » DOT » DOT » DOT » DASH » DASH » DASH » DOT » DOT » DOT » DOT » DOT » DOT

Name -. Date modified

’ flag.js

E  flagjs X

File  Edit View

dedd541b-c143-4beb-8fee-4edB3098F26b

Ln1, Coli Window

Download CyberChef i Last build: A year ago
Operations Recipe B8 Input
boise|
morse To Morse Code |
To Morse Code Format options Letter delimiter
-/. Space

From Morse Code
Word delimiter
Favourites * Line feed
Data format
Encryption | Encoding
Public Key
Arithmetic / Logic
Networking Output }’:

Language aias TTT a aaa o

[ N J B DOT — -zsh — 138x23

[burninator@burninators-MacBook-Pro DOTTYDASHY % 1s
DASH DOT flag.js
[burninator@burninators—MacBook-Pro DOTTYDASHY % cd DASH/DOT/DOT/DOT/DASH/DASH/DASH/DOT/DOT/DOT/DOT/DOT/DOT

[burninator@burninators—MacBook-Pro DOT % 1s

flag.Jjs

(burninator@burninators—MacBook-Pro DOT % cat flag.js
eedeec22-aeld-4228-b2d3-a8ee2fcc9basd
burninator@burninators-MacBook-Pro DOT % [J




PUZZLE 5 - Piggy

This partition contains a single visible file, piggy.005, time to find all the other missing
piggies:

Mame

B piggy.005

Once all piggy files from the previous levels are gathered, they can be uncompressed
with .7Zip:

The password was given in the last level: PW: piggy and shouldn't be too hard to guess:

Name Date modified Type

B piggy.001 7/7/2023 5:42 PM 001 File

B piggy.002 7/7/2023 5:42 PM 002 File

Bapsed time: 00:00:29 Total size: 11315 KB
Remaining time:; Speed:;
Files: 5 Processed: 0

Enter password:

piggy

B Show password

oK Cancel
Backaround Pause Cancel

Inside of the pigs there is ham:



BAHD Dove Foldersilevel 5\W 1.Elzanor A _;.;_-;IE-::--ES.'.I::;[j'_.'l'._l-:::]'l..
File Edit View Favorites Tools Help

o= v o o= X f

Add  Extract Test Copy Move Delete Info

? D DALHD _Drive Foldersh\Level 5\W1.EleanorAll_piggies\piggy. 00T

Mame Size Packed Size  Modified
har.png 11643 834 11580848 2023-07-07 17:36

This is the first flag that is an image instead of a ASCII art text file:

ham.png

The bottom-right contains the flag for this level and is the password to the next
partition. The bonus flag is also contained inside of ham.png in the form of ASCII art
embedded at the bottom of the file, which can be seen in Notepad. This ASCIl art is
ROT13 encoded and needs to be decoded to claim:



LONELY HARD DRIVE
DEFCON31

level_5_flag: e304c3c9-b034-4e93-8322-1be495e561a8

Level 5 bonus flag is ROT13 encoded at the end of the ham.png file:

ugiEmt]ix

[EEL0sV2SD




PUZZLE 6 - Stego

This directory contains two visible files, a fun_rickroll.mp3 and a text file hinting at the
challenge:

Mame

E fun_nckroll.mp

. look_back_deeply.

The hint is of the image that was just decompressed from the last level with the title
"look_back_deeply" and hidden inside is a URL that has been ROT13 encoded:

File

lock_back_deeply.txt

Edit  View

TECEEEEEEEEET

[
9
[

LEEEEEEEEET
COCCCCCLr
COCCCCCECLD

CCOCOCOCOCCCCOCOCOCEEITT
TOEEEEEEEEEEEEELCELEEEEEEEELLD
CEEEEEEEEEEEEEELLLLEEEEEEEELLD

[ [ |1
LCCCLLL! COCECECECECIET
CLCCCCCOCCCCCCEEEEEEEEITT

3 LECEEEEEEEEEE
LECEEEEEEEEEEE
COCOCOCOCECIET
[[[[[[[[[[[[[[

IIIE}
CLLLLLLLEIT
COCCCECELT
{11}
e
TEEEEEEEEE
COCCCOCECT
[ [[[[[[[[[[

[[[ il
CCOCCCCECEEEEEEEEEE
CCCECICCOOLECCOLEECEECEEILLT
[[[[[[[[[[[[[[[[[[[[[[[

CCOCOCLLT
LLLLLLD
LLCCl

[u[u[ululu[u[u[[ulu
ll[[[[[[[[[[[

94414 [
[[[[[[[[[[[[[[[
CCCEEEEEEEEIIIT
CECEEEEEEEEEEET
[ CECEEEEEEEEEEET
COOMCOCOCOCT COCOCOCOCECOILD
COCOCOCECLLT COCOCOCECECOILD

CEEEEEEEEEEEEEILE
COCOCCCECLD

490N A A A A Y AT A Y AT A A T A4
A A s T T
CCCCCEEEEEEEEEEEELLLELEEEEIEEEEEEECOCLI3ROCL,
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LI
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[CCCCEEEEEEEEEEIALLLLLEEEEEEEELNLD
[[[[[[[[[[[[[[[[[[[[[[[[[[[ HIT
THITD LHLCICIOHECLILLIEILD

11414
[[[[[[[[[[

[
LCEHOMILITIIFT

CECCEEEEEEEEEEEITMLE
9 [[[[[[[[[[[[[ [[[[
3 111

[
[
[999%

318448434344




.\-..\-..u..1¢¢$¢¢¢¢¢¢¢¢¢¢¢¢a.‘.\-:\-;|n"ﬂ H—-\A ‘QLW""“: n

A A A LLs

T re T rT

'LJg:rL;F ,.",."t-r:rulm pbz/flinvgln/becrafgrtb/( ({1 HU.U:H

AARA 77 HALARKACC TLIICCIULTIILYYYYYYY 7YY 7 ""'M]-' {3
[ } ]Eizu\:nlﬂq)(nuYt-:‘l-.kmSEth&hDU7cc::}C{){Xzﬂzzz}{z
L1 o7y 5 - -_F AATEE

The URL decodes to https://github.com/syvaidya/openstego/, which is an open-source
steganography tool.

Back inside of the fun_rickroll.mp3, there is some custom metadata, including rickroll
commands for Powershell and CURL (for your favorite friends to run) and a
steganography password:

ag
[ fun_rickroll.mp3 DALHD_Drive_FoldersiL.. 1D3v2.3 (ID3v1 ID3v2.3)

Openstego has an Extract Data option, using the hints, we point it to the ham.png and
use the password from the run_rickroll.mp3:

Data hiding. Extract hidden data Data hiding Extract hidden data

o = S
\D:\.HD_Drive_Folders\Level_5\v1.Eleanor\All_piggies\ham.png
e e :

ot P

Password

Extract data

This outputs the hidden file, level_6_flag.zip:



B fun_rickrollmp3

ok_back_deeply:txt

Extract hidden data

Input stego file
D:\LHD_Drive_Folders'Level_5\V1.Eleanor\All_piggies\ham.png

Oibmst fnlrdsr fne maee=na fla

| Message file successfully extracted from the cover fil

o]

Generate signa

Embed watermark

E

Verify watermark

evel_6 flag.zip

Extract data

This .zip contains the flag for the level and another bonus flag. Hidden inside of

only_hams.png:

level 6 flag
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Bonus flag requires to use the steganography again, this time with the password
"onlyhams":

L Extract hidden data

Input stego file
Hide data D:\LHD_Drive_Folders\Level_6\V1.Eleanorevel_6_flagievel_&_flag\only_hams.png
il
E
i Output folder for message file
D:\LHD_Drive_Folders\Level_6\V1.Eleanorevel_6_flagYevel_6_flag
Digital watermarking (Beta)
T Passiward sessssss
Generate signature Extract data
Embed watermark
£

Verify watermark

Message file successfully extracted from the cover file: bonus flag.png

Puzzle 6 bonus flag captured:

LONEY HARD DRIVE
DEF CON 31
BONUS FLAG:
edbfeedl-b38c-4500-8ect
-65664dc96abl




PUZZLE 7 - ruckyou

«+VHAEEE$S$$$@AN ) >nB
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" |wal
*@eeeehz}+;N. ., L+[tYke@BS$$@asal.
: Uxpis@$ssseaseaes#bI(: . ' :i$:
e : : . .,[)8p  Hashes the cat
I$$ssesa .8@B$@$BB hopes you are
-@$$$$BasB” @eeEeaeEs" having a great
YeCaBagaeee’ V&B&L . r@<
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he@ss$ $5$$$$5eB
W@ss $sssseasex

_@ar ' #eeacee’
2 . >%@%l, ' n$Bassesr @a.
$$3: - - - OWEEEs388@EBEBBEAEE; le@
15@5$$$$$$9%%$0° . x' . .b@BEB@BB.' &e@n'
‘a$s$459444BaBAASWY :%B@!@@B( 2$% ..
;/0x#al [ :vB@e@ee@wbl/<". ."7zheeep” ,Meeep.
*1neazip2john@8bY] '

The partition has a password-protected zip file:

TXT TXT

hashcat.txt level_7_flag.7z ruckyou.txt

[ N J

Please enter the password for “level_7_flag.7z".

Password:

Cancel

There is a custom rockyou file containing the password:



TXT TXT

hashcat.txt level_7_flag.7z ruckyou.txt

B ruckyou.txt

marchgirl
marchese

march82007
march82002
march81991

=] fragileduck@fragileduck: ~/Documents/rightup

A = ~/Oocuments/rightup D = /0o /rightup

) = ~/Documents/rightup

burninator@burninators-MacBook—Pro V2.Margaret % 1ls
hash.txt hashcat.txt level_7_flag.7z ruckyou.txt
burninator@burninators—MacBook—-Pro V2.Margaret % 7z2john level_7_flag.7z > hash.tx
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Use Strings or some other program for pulling strings from a binary on the "strings" file:

assembly_require Jenny.png pron.sh strings
d.txt

o000 B V2.Margaret — -zsh — 124x36

[burninator@burninators—MacBook-Pro V2.Margaret % ls

Jenny .png assembly_required.txt pron.sh strings
[burninator@burninators—MacBook-Pro V2.Margaret % strings strings

email Jenny with her phone number in the subject line: screwthetopoff+jenny@gmail.com
Hello, World! Have you emailed Jenny?

burninator@burninators-MacBook-Pro V2.Margaret % [i

It reveals an email. You should email Jenny!

To screwthetopoff+jenny@gmail.com

Subject Hi Jenny ;)

T4px | @ | B T

uup

burninator

Jenny responds with an out-of-office automatic reply, containing one third of the GUID:

From @ screwthetopoff@gmail.com ¥ & 753 PM

To e

This message is automatically generated as a response to a previous message.

Hey thanks for your email, I'm currently out of office in Vegas baby! If you have any

Also, you're probably looking for this, right?

| XXXXXXXX-XXXX-XXXX-XXXX-133713371337 I

Have a good DEF CON!

Examine the Jenny.png to find out it's actually a PowerShell script:



TXT SHELLE

assembly_require Jenny.png pron.sh strings
d tyt

00 V2.Margaret — -zsh — 124x36

burninator@burninators—MacBook-Pro V2.Margaret % 1ls

Jenny.png assembly_required.txt pron strings
burninator@burninators—MacBook-Pro V2.Margaret % strings strings

email Jenny with her phone number in the subject line: screwthetopoff+jenny@gmail.com
Hello, World! Have vou emailed Jenny?

burninator@burninators-MacBook-Pro V2.Margaret % strings Jenny.
$a = "78787878787878 782d353136372d343131342d623231612d78787878
# Convert hex string to byte array
$bytes = [System.Collections.Generic.List[bytel]::new()
i =0; $1 -1t $a.Length; $i += 2) {
$hex = $a.Substring($i, 2)
$byte = [bytel::Parse($hex, [System.Globalization.NumberStyles]::HexNumber)
$bytes.Add ($byte)
# Convert byte array to ASCII string
$asciiString = [System.Text.Encoding]::ASCII.GetString($bytes.ToArray())
Nrite-Output $asciiString
burninator@burninators-MacBook-Pro V2.Margaret % [|

Either change Jenny.png to Jenny.ps1 and run it as powershell to display the encoded
GUID piece. Or, you can see that it's just turning that hex string to ASCII, and use a hex
to ASCII calculator to get the middle of the flag's GUID. Or you could have ChatGPT turn
it into bash or Python or whatever you like (but WARNING: because LLMs/GPT systems
have a hard time with basic computations like encoding a literal string, it will LIKELY copy
it into the new script incorrectly...!):

XXXXXXXX-e312-46T0-9d26-133713371337

To complete the GUID, investigate pron.sh:

TXT

assembly_require Jenny.png strings
d.txt

o0 B V2.Margaret — -zs

(burninator@burninators-MacBook-Pro V2.Margaret % ./pron.sh
./pron.sh: line 1: !DOCTYPE: No such file or directory
./pron.sh: line 2: html: No such file or directory
./pron.sh: line 3: head: No such file or directory
./pron.sh: line 4: title: No such file or directory
./pron.sh: line 5: /head: No such file or directory
./pron.sh: line 6: body: No such file or directory
./pron.sh: line 7: div: No such file or directory
./pron.sh: line 8: p: No such file or directory
./pron.sh: line 9: img: No such file or directory
./pron.sh: line 10@: /div: No such file or directory
: command not found
: No such file or directory
: command not found
./pron.sh: line 14: !DOCTYPE: No such file or directory
./pron.sh: line 15: html: No such file or directory
./pron.sh: line 16: hea No such file or directory
./pron.sh: line 17: title: No such file or directory
./pron.sh: line 18: script: No such file or directory
'/pron.sh: line 19: syntax error near unexpected token “{
'/pron.sh: line 19: ° function encryptBaseé4() {
burninator@burninators-MacBook—-Pro V2.Margaret % I




TXT SHELE

assembly_require Jenny.png pron.sh strings
d.txt

[ X J B V2.Margaret — -zs

(burninator@burninators-MacBook-Pro V2.Margaret % ./pron.sh
./pron.sh: line 1: !DOCTYPE: No such file or directory
./pron.sh: line 2: html: No such file or directory
./pron.sh: line 3: head: No such file or directory
./pron.sh: line 4: title: No such file or directory
./pron.sh: line 5: /head: No such file or directory
./pron.sh: line 6: body: No such file or directory
./pron.sh: line 7: div: No such file or directory
./pron.sh: line 8: p: No such file or directory
./pron.sh: line 9: img: No such file or directory
./pron.sh: line 10@: /div: No such file or directory

: command not found

: No such file or directory

: command not found

./pron.sh: line 14: !DOCTYPE: No such file or directory
./pron.sh: line 15: html: No such file or directory
./pron.sh: line 16: head: No such file or directory
./pron.sh: line : title: No such file or directory
./pron.sh: line : script: No such file or directory
'/pron.sh: line : syntax error near unexpected token {
'/pron.sh: line i function encryptBaseé4() {
burninator@burninators-MacBook—-Pro V2.Margaret % I

" O3 Inspector Console [ Debugger 1N Network {3} Style Editor () Performance {Jx Memory [E) Storage T Accessibility
}f

<!DOCTYPE html> element :
<html> }

v <div>
<p>Ayy</p>
<img src="data:image/png;base64, ==QPJl
</div>
<l—
<!DOCTYPE html> <html> <head> <title>Base64 Encryption/Decryption</title> <script> function encryptBase64() {
const input = document.getElementById('input').value; const encodedInput = btoa(input); const encryptedOutput
= encodedInput.split('*).reverse().join("''); document.getElementById('output').textContent = 'Encrypted: ' +
encryptedOutput; } function decryptBase64() { const input = document.getElementById('input').value; const
reversedInput = input.split('').reverse().join(''); const decryptedOutput = atob(reversedInput);
document.getElementById('output').textContent = 'Decrypted: ' + decryptedOutput; } </script> </head> <body>
<h1l>Base64 Encryption/Decryption</hl> <form> <label for="input'">Base64 Input:</label><br> <input type="text"
id="input"><br><br> <button type="button" onclick="encryptBase64()">Encrypt</button> <button type="button"
onclick="decryptBase64()">Decrypt</button> </form> <p id="output"></p> </body> </html>
-
</body>
</html>

Use every script kiddie's first tool, Inspect Element, to find an entirely new HTML page in
the comment:



<!DOCTYPE html>
<html>
<head>
<title>Baseé4 Encryption/Decryption</title>
<script>
function encryptBase64() {
const input = document.getElementById('input').value;
const encodedInput = btoa(input);
const encryptedOutput = encodedInput.split('').reverse().join('");
document.getElementById('output').textContent = 'Encrypted: ' + encryptedOutput;
}

function decryptBase64() {
const input = document.getElementById('input').value;
const reversedInput = input.split('').reverse().join('');
const decryptedOutput = atob(reversedInput);
document.getElementById('output').textContent = 'Decrypted: ' + decryptedOutput;
}
</script>
</head>
<body>
<h1>Basebé4 Encryption/Decryption</h1>
<form>
<label for="input">Baseé4 Input:</label><br>
"input"><br><br>
encryptBase64()">Encrypt</button>
<button type="button" onclick="decryptBaseé4()">Decrypt</button>
</form>
<p id="output"></p>

[ file:///Volumes/Storage_LHD/LHD_Drive_Folders/Level_8/V2.Margaret/whats_this.html

Base64 Encryption/Decryption

Base64 Input:

It's a decrypter tool. Take the encrypted base-64 from the image tag and decrypt it:



[ file:///Volumes/Storage_LHD/LHD_Drive_Folders/Level_8/V2.Margaret/pron.html

O» {3 Inspector Console [ Debugger Ty Network {3} Style Editor () Performance 4} Memory [ Storage

e>Hi Margaret

<body>
v <div>
<p>Ayy</p>
<img [src="data:image/png;base64,

==QPJ 1UWDVZSS9kVVNVQBFUQBF INYV1ZHhDVyVDNvcGUy kFiWwtmSS12aKp0Q4 LEW0 tmSS 12aKp@Q4 LEWOtmSS 12aKp@Q4 LEWAtmSS 12
aKp0Q4 LEWO tmSS 12aKp@Q4 LEWAtmSS 12aKp@Q4 LEWOtmSS12aKp@Q4 LEWO tmSS12aKp0Q4 LEWO tmSS12aKp@Q4 LEWOtmSS12aKp@Q4p
kdJp@UtVKST1GMzAzL2h3cLplUr1kWTdVWpF IWS12aNJ1dmFXV2VGNPR1d I 1nZKt2c3h2NwAneYNXUoVEWY L3aRVDeSRDUB1GVptmSo

Vc24mSF10Yw1WW1ZzTxkXcsR3dx4EN2Z2RzMzd3E LdxpWT5N1SMIEeEdXb] p@YhRIMPZ jRSpHcvMkdTJzaxY@RVd1bzdWZwdUWygTR
1FXbQVEcwFzVwQjd1h2N5dUNzQne5]2cE10MBVUZvIGTBVke@Fmb3BXMBRObKpFOZI1U1E3QrY@SidobrYzTSRGSMI1UGELITXYEUGR3

IN2TZ50Q3Y2bGp3RjR1UIImd6pVerdjb0ZTTGNNnTESGWXpHbhdzaMVVcKZVVStWOF LEVFZUOhSESYUDMxFTQIRKTMZ1Unt@S6V1ZGh

cFhjSJpGa2ADcLNGOINVRXRj RE1jbuREb3InbwRGUaVTNE 1j YOUHcxtEZH] lemhDeghESspVcKdFM5U2QVVGMqh2MNFVUWIWRNNVT2
[dWZmVWar1zNeUnd2Z3Lz8Ge09CUrpWOhp@MPZKTPNUaC9UTTh3aGh1R3kGZWVmQHdmeSNXWxhkesF1YwtCdFFlavpFaTdXYEFURsZXc
rt@T1ZDUFNWd6 1VdRIFaw@W0ORDASd2SMN zc 142bmIWMn FzRENHWSdmMDR j em13c6RnNx cj ZwRHbyUBZO0pnT3hFSiZ1MBdFZhR2Sp1j
dy9mRyV2RxRUYspkUG1@Q@A jaCRHREJHbwQGTNVXWydzVMIWYYhUZwskZP9EVCIiNStORZdkQwxONwAVVMB] VWV1V5ZVUpRHeilnQoh
0ShNTUq9GZBx@RAtUM2RHa4dGVqR2U3ROUAMXT6Z0T j ZLUHVmcIV1S6VGNwh jNGhHM2U1cQp1TxcENV1UUiRjenRWRsN1bGNGdh5@NS
hmNFpmc3YWVZVWTHdWS24WaMZFM3IWbXd0Z3p2cwM@YFZGbP50TycnWiN1ZIJIMEZ1RP1GTy 1zb3hzNTdkZP1FZOpFUXFINr1GWYJ2Y
6RMTzh 1VUFmd iZFbY ImRpNHN3V1UyNkcG52QIFGcI1DN6hDeykHbRNVZB1TSOETCNjd2 t2UEpWWSNEbyk2N@gHOGF3dqlncW5SmbYFE
IVBFGRIFVOs 12bx91U0J1IMDRXWh lmcrkmbCZ3TGZnd2RkN6t2NZRXUXNmZR1UYZhVWDVndshzdph1TH5kSEhjN201TLZXezV3M5Z12Zv5
0YK1EeVFGU@1VRjVnbRZDThpFVq9W0yg3bjhndhxmdXdmMrc2bYFkYupmW50XcXVTdHNkZwxUWyQEASI0ZGI 1cjpXS50GVyA1ZoN1VD
I9UOSFHevhHN5YndzhnVwV3QRRGNOJ zVKVXNj ZzTNpVcpJmYIdUa612Nrw@UIxWTTIVbWFXWIM3ROEEM1 IXTxwGUMdVV5hWerlnR1YDc
5d@N5BHACIETKIWSZIna IRkaX1GZQ1UVYFVYI1IWsVXOHIkYZFOTII2ZXV2K1pVTIZ1WAU1QzITcVd3U4wETzU@aVBT coZW02E2b29 i

[ file:///Volumes/Storage_LHD/LHD_Drive_Folders/Level_8/V2.Margaret/whats_this.html

Base64 Encryption/Decryption

Base64 Input:
[ITBFUQB92ZHtEM3J1TCZVa|

| Encrypt][ Decrypt |

Decrypted: iVBORWOKGgoAAAANSUhEUgAAAsgAAAA3CATAAACekivEAAAAAXNSROIATs4c6QAAAARNQUIBAACXjwvE
/gYigQcFEowgatLAIKuptfCAIaYIREbQIRIBQOhgsgpWpRGwSbLTTzIL/i2CldulMp13s/L1/Z+a07zu702fPw73eXOcFfjlnz84+zM’
/9d51kSZIkyWIysUiSJEmSZDUysUiSJEmSZDUysUiSJEmSZDUysUiSJEmSZDUysdiLfP/995ubm19++aXeJOmSIM11Qv656d7ip59
/dJkiRJsofSr5x Y{PvttSubmScuXdL7EER3 VIal3u8 W6PfNN9/krALgFqnG7g8mSZIkS Waw/08s3BnA559//sknn8h1i4MHD169evXWY
/gMALPPPtOrNhLd//rrL.7mdgfQOJp00WFZx5swZJHwAaZCUYDBIj+Q6SZIkSfYs++3Ewp1PVBmdMtIRuZinHCQTH3/88Z9//onr!
/y/bSyijNnzujV TilHFe+++65kFWDJsY cw+uEmSZIkSfYQe AkOuHjxolTDm7cWdWBSAZMa7Me+HQj2TQFo0diUgdbrqGn8+00]
IWmzLC+++/X2UGTp06pVdTGIGBQkSyJU6SkiTZ3z33XdwngC+V4uSZGewMH3+/Hkt Wo9m2CtPHfRBBxgo6p84ceLatWtat AV
/QgW6SGB999JEY G4Dh4fVVH6xBPY Yh/PNZhaDP+vj999/1ajv8Zq9FY
/BXhiVRU10Aet9G602ZcnmolCOAve9ABWZphoFXytwiSa47zNdn YpGOKE8Yyz08 XvtfffVVsTth8uXL+mwx9RjmDvYFfb YAPgX|
/eyE55To30nh4wHA3vi/jXTix AI9ENJjdZUY 5sK/Xi1OLDBDOwUSdeqUIrYZ/QXo1Nip YvsosbBfgkKf8tWIf7sqd VZhkikLO7GjEq
/ZAeTMA4PlixTDxiPhLx125cxA70P6XHdly9flgYBIn7rawPAjFhpgdX5wZXhX66B VIgHNwt6jMCdmmDCHDVBz5kHo2IdE9F6y6:
/lyDsqWLIIMqHs+YD6sDRm4fseU/bO6y+TWbnB7xMuNbSDngmID80NLRODTBNaXN0zDwGLWrA5xZov9qye9WPrW5bfoAXt
/JR/RmmWps7RkUYqxaYzs8h7WScW2uYyJabOmUtYkpjajArvc7Sr8pG1IfrBtobUtbEB 1tf3mKc+7cucOHD+9CR538v10HIH4LLZ
/MLRw9v4yDRVWV73SLp1VxfbzdQ80GafnV{53Z9mZAaS60QzmiBzDVDuf9qGV0p7sYPPUd2DB3p/cDnWPmrGI09YQJnThxQ
/k0Xer8sUPHaO6qmsHoyziutRW203rIpaxNTGIGBBf1OmmY

/M7afWSEuJrm52DPalu5sfx WF3HXXXRBHR3rfwIbUmX6xi8SssfuAcyll7C+0aAsbQL97tY0GtKibJbnFjPhXdbJ7Fqcc4H4Zx+sItE
//mCFIGNo8cMPPzz99NMqR02jQQRiKUSFnta2ra6Ff86wpATo/WLKJKNcHn2w3nHFpExFagK9n4U2MaURFVjQ7+oJmTBqyiVu



[ file:///Volumes/Storage_LHD/LHD_Drive_Folders/Level_8/V2.Margaret/pron.html

G‘ f,}inspector Console [ Debugger 'N' Network {} Style Editor mPerformance 4k Memory EStorage i‘AccessibiIity

I
element

>Hi Margaret ¥

<body>
<div>
<p>Ayy</p>
<img |src="data:image/png;base64,
1VBORwOKGgOAAAANSUhEUgAAASgAAAA3CATAAACek iVEAAAAAXNSROTIArs4c6QAAAARNQU1IBAACX jwvBYQUAAAAIcERZcwAALEOAACX
KAXd6dE@QAABAISURBVHhe7229q1/F88dvvj4/gYigQcFEowgatLAIKupt fCAIaYIREbQIR1BQOhg sgpWpRGWSbLTTZ 1L
/12C1ldulMp13s/L1/Z+a07zu702fPw73eX0cFfj1nz84+zM70zNnzuX4P/P333xtJkiRIkiRr8D
/9d5IkSZIkyWIysUiSJEmSZDUysUiSJEmSZDUysUiSIEmSZDUysUiSJEmSZDUysdiL fP
/995ubm19++aXeJOmSIM11Qv656d7ip59+ev/9969cual3GxuHDh@6f/780++80
/dJkiRIsof5r5xYfPvtt5ubm5cuXdL7EER3VIaI3u8W6PfNNI/krALgFqnG7g8mSZIkSWaw/@8s3BnA559
//sknn8h1i4MHD169evXWW2+9du2aF u@Kaq/ebAeDuXjxYpSbJEmSIHucfXtigXzi80HDBw4ce0211/gM4LPPPtOrNhLd
// rrL7mdgfQ0Jp@OWFZx5swZIHwAaZCUYDBI j +Q6SZIkSfYs++3Ewp1PVBmdMtIRuZinHCQTH3
/88Z9//onrSccelX4vXLhw7tw5ud5ni5UkSZLsP8ZPLC5dursS5uYnwpvd9ILjKgUGVga
/y/bSyijNnzujVTiIHFe+++65kFWDJsYcw+uEmSZIkSfYQeAkOuHjxo1TDm7 cWdWBSAZMa7Me+HQj2TQFo@diUgdbrqGn8+00Phw4dU

Once the image has been decrypted, you can see the GUID:

/[/Volumes/Storage_LHD/LHD_Driv:

Ayy

1.3C] b1E3 - XX XXX XK ~ XXX XIS HK X

L_y" f‘} Inspector Console ([© Debugger 'N. Network {} Style Editor m Performance 4} Memory E Storage 'ﬁ' Accessibility

+ f

<!DOCTYPE html> element
<html> Iy

Hi Margaret

<p>Ayy</p>
<img src="data:image/png;base64, iVBORw@..q/45rT8GgUX6QAAAAASUVORKSCYII=">
</div>

<l

<!DOCTYPE html> <html> <head> <title>Base64 Encryption/Decryption</title> <script> function encryptBase64() {
const input = document.getElementById('input').value; const encodedInput = btoa(input); const encryptedOutput
= encodedInput.split("'').reverse().join("'"'); document.getElementById('output').textContent = 'Encrypted: ' +
encryptedOutput; } function decryptBase64() { const input = document.getElementById('input').value; const
reversedInput = input.split('').reverse().join('"'); const decryptedOutput = atob(reversedInput);

d man ae antR d{'n LS =Y gnten —_'DNa nted: ' de nted D L3 i h




The bonus flag for Level 8 is hidden as a MacOS system file “_.Jenny.png” and contains
encoded contents.

Bibble (E) » LHD_Drive_Folders > Level 8 > Vi.Eleanor

Name Date modified

0l _Jenny.png 7/10/2023 11:0

B assembly_required.txt

a Jenny.png
[ ] pron.sh
. strings

= ._Jenny.png

File Edit View

ICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAGICAGIF
gICAgICAgIAogICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAGI
AgICAgICAgICAgICAgICAgCiAgTEQORUXZIEhBUKQgRFIIVKUgICAgICAgICAG
CAgICAgICAgICAgICAgICAgICAgICAgICAKICBERUYgQO90IDMXICAgICAGICA
ICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgIA0gICAgICAgICAGIC
PICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgCiAgT
AgICAgIGokICQqICAgICAgICAgICAgICAgICAgICAgGICAgICAgICAgICAgICAg
CAgICAgICAgICAgICAgIHQkICRhLiAgICAgICAgICAgICAgICAgICAgICAGICA
ICAgICAgICAgICAgICAgICAgICAgICAgICMkICRAICAGICAgICAgICAGICAGIC
kdiA CAgICAgICAgICAgICAgICAgICAgICAgICAgICAgOGAkJEAgICAgICAgI

Since the theme of this puzzle involved Base64, entering the entire contents to a converter turns it into
more ascii art with an important message “BASE64 IS NOT ENCRYPTION”.
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File Edit View
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PUZZLE 9 — Video cloud

There is a video containing many video, audio, and subtitle tracks, with one being a hint

to open the SSD up.

l something_specialt...

ﬁ leve

Level_cloud_9.pngis a word cloud of all the track names contained in the video file and



“something_special.txt” has some ascii art thanking the player so far as well as hints for

the final bonus flag.




= something_special txt
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The hint is single letters in the image that spell out “HACKERS PASSWORD”



""I’I’IIIHH

e [3"‘5-$$5‘$5$35$$$$$$$$$$$

U EPPATSEPSEE9559555S

Inside of the level cloud_9.png we’ve hidden out last embedded message, which is in
Morse Code and ROT13, another riddle that points to the video track TeeHee as being
the key.
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&» LHD_DC31 - VLC media player

Media Playback Audio Video Subtitle Tools View Help
Audio Track » Disable
Audio Device » sax - [English]
Stereo Mode » festival
Visualizations » SERLA
Jjungle
q Increase Volume
nagoya
¢ Decrease Volume LHD Flag
© Mute
* tesseract
& LHD_DC31 - VLC media player
Media Playback Audio Video Subtitle Tools View Help

Video Track

Fullscreen

Always Fit Window

Set as Wallpaper

Zoom
Aspect Ratio
Crop

Deinterlace

Deinterlace mode

Take Snapshot

&» LHD_DC31 - VLC media player

Media Playback Audio Video Subtitle Tools

Sub Track

Add Subtitle File...

Disable
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dubstep
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pocket_watch
ribs
roundabout
teehee
upset_man
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wall
watch_faces

wet_tree

View Help

% Disable
A Lonely Woman
Happy Gilmore I
Lawrence of Arabia
Sneakers
The Brady Bunch Movie
The Flintstones
Wanted
Weekend at Burnies

¢ Swordfish

Hackers




When the Video Track is found, the video displayed a skilled strip tease preformed by
the hard drive, climaxing in a blurred reveal of the internals.
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If the .MKV file is viewed inside of a MKV tool such as MKVToolNix, then all tracks are
viewable, and players can export single tracks for inspection. Exporting the Hackers.srt
and searching for “password” or Lonely Hard drive shows the final bonus flag (not in the
right order, per the dialog from Hackers)
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File name Container File Directory
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Destination file
Destination file: HD_Drive_Fold Florence\LHD
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Congratulations and thanks for playing!



Special Thanks:
A note of acknowledgment from the Lonely Hard Drive contest organizers:

Firstly, we would like to express our profound gratitude to the spirited members of the
Maine infosec (and DC207) community. They rolled up their sleeves and jumped into
action, playing a pivotal role in testing the challenges, iterating the artwork,
brainstorming on marketing strategies, and driving us to transforming our rough
sketches into a polished contest. Each one of them holds an essential piece in this grand
puzzle, and without their unique contribution, the picture would never have been
complete.

Additionally, we wish to extend our sincere appreciation to DC207 for their financial
backing, and for our awesome beta testers Kogo and Ob1s3c. Their support was not only
monetary but also a vote of confidence in our vision, which gave us the fuel to drive our
ambitions into reality. The commitment they demonstrated towards fostering a culture
of curiosity and exploration is truly commendable... so maybe go buy a t-shirt or
something to help support them in funding projects like ours in the future.

We are grateful for the shared belief in the potential of our contest and the collective
effort it took to shape this idea into an exciting reality. This journey is a testament to
what we can achieve when we pool our strengths together. Thank you all for turning
this ambitious vision into a thrilling experience.

To everyone who participated, supported, and contributed in ways big and small: thank
you. Your dedication and enthusiasm made 'The Lonely Hard Drive' not just a contest,
but a celebration of our shared passion and commitment to this crazy, amazing
community here at DEFCON.

XOXO,

Low on Ammo, Burninator, FragileDuck, Marbas



